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Abstract

DNP has been usad for many yearsfor serid communication between different manufacturers
Energy Management Sysems (EM Ss) and Remote Termind Units (RTUS) and is recommended
by the |EEE for communication between substation devices. DNP 3.0 (Didiributed Network
Protocol verson 3.0) documents related to serid communication are well thought out and the
protocol iswiddy used throughout the world. In 1998 a paper was developed by the DNP
Technica Committee that described DNP use over TCP (Trangport Control Protocol) and UDP
(Universdl Datagram Protocol). There are saverd methods by which thisintegration can be
achieved — oneis by usng third party termind servers that wrgp and unwrap DNP making the
LAN (Loca AreaNetwork) / WAN (Wide Area Network) implementation superficid to the
EMS and end device equipment. Another method (that is described in this document) isto have
DNP over Ethernet implemented directly on the EMS front end processor and field devices
There are ds0 variants of these gpproaches which will be touched on briefly. In thisinnovative
project, Tacoma Power (TPWR) worked with three suppliersto integrate Tacoma Power’ SEMS
and RTU data acquisition system utilizing Tacoma Power’ swide area network (WAN). What
origindly appeared, on the surface, to be asmple task was actud quite complex and time
consuming. Thejoy of being one of the firgt organizations to implement thistype of netive
integration was o specid. Dueto issues not being dearly defined, various vendor specific
issues, the utility was forced to act as the integrator and had tofill ggps and navigate aminefidd
of contractud and technicd issues. The EMSis currently in Factory Acceptance Testing and is
expected to be implemented a the utility Ste and integrated with both serid and Ethernet RTUs
inthe 4" quarter of 2001. At thetime of writing this abstract, the system is functional on the test
floor and the test includes 20 Ethernet RTUs and 52 serid RTUs. This paper discusses the steps
that Tacoma Power went through in developing and managing the integration of this equipment

to yidd a successful implementation, the benefits gained by the use of DNP over Ethernet, and
the shift to the Ethernet or “IT-Centric” environment. It dso provides some diaog on the use of
UDP and TCP in the data acquisition environment and includes future direction for subgtation
equipment vendors that could provide additiona benefits. This information should benefit
utilitiesfacing amilar integration issues by rasing thought provoking questions and sharing
practical experience.
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Background

Bow Networks is an Automation Communications company, specidizing in the deve opment of
red time communication solutions for SCADA, EM S and Substation Autometion products and
systems. Working on avariety of hardware platforms, Bow provides the software solutions thet
connect legacy devicesto today's network centric operations and decision support systems.

Bow Networks was founded in 1986, and over the past 15 years has become a recognized leader
in providing mission critical software product development to OEM's (Origind Equipment
Manufacturers) and utility companies in the Electric Power industry. Many of theindustry's

mogt successful systems employ Bow technology for communications

In September 2000, Tacoma Power (TPWR) and ABB Network Management entered into a
contract for an EMS. Since 1994, Bow Networks has worked under contract with ABB Network
Management and since thet time Bow has devel oped and maintained the front end processor data
acquidtion software cdled TIE (Tdlemetry Integration Environment).

Tacoma Power isamunicipd utility serving multiple jurisdictions in Fierce County, in
Washington State, serving about 200 square miles and approximately 200,000 customers.
Tacomais about 30 miles south of Sedtle.

In Tacoma Power’ s control areathere are 4 mgjor subgtations, 2 of which have 230 kV inter-ties
with the BPA. Mgor subgationsare interconnected by acombination of 110 kV and 230 kV
transmisson lines. A 110 kV sub-transmission system digtributes power from the mgor
subgtations to Tacoma Power’ s unit substations. Thetypicd unit substation hasa110kV — 12
kV transformer with four, 12 kV feeders. In addition, there are so savera double-ended bus
subgtations. Tacoma Power has 60+ unit subgtations, 7 remote hydro plants and switchyards.
Tacoma Power generates approximatdy haf of the power consumed by our cusomersin these
hydro facilities that are owned and operated by Tacoma Power.

It should be noted that dmost dl of the information contained herein has been presented to the
DNP Technica Committee and summarily dismissed as not Sgnificant enough to require any
modification or darification to exiging documents. A proposa to modify the port 20000 rule
discussed herein was dso dismissed. It isjust amatter of time before it becomes reedily
gpparent that these and some related issues need to be addressed. It isthe intention of the
authors to bring these issues into the open for discussion and to the atention of the end users,
particularly as utilities move towards I T-centric environments and for end usersto inform their
vendors of what they want in the future.

Tacoma Power Wide Area Network (WAN)

In 1998, Tacoma Power launched Click! Network, atelecommunications venture to provide
cable TV, high speed Internet access and other communication services for Tacoma Power
cusomers. The Click! Network system uses fiber loops with coax cable to reach cusomers from
thefiber loops. In pardld with the fiber optic portion of Click! Network is a separate system
that is used by Tacoma Power, cdled the PASS (Power Adminigration SONET System). The
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PASS uses Nortd’ sJ-Mux (Jungle-Mux) equipment, which isingdled in each subgtation and
Tacoma Power’ s corporate office. Nortel equipment isaso used for Click! Network but has
Sseparate termination equipment. The PASS does not include any coaxid cable. PASSis
curently built out to about 70% of locationsin the service territory.

The PASS implementation essentidly divides Tacoma Power’ s sarvice territory into 4 hubs
which arein or near Tacoma Power’ s 4 tranamisson (mgor) subgations. The PASS links these
locations with the corporate complex using OC-3 circuits. From each of these, OC-1 fiber optic
loops extend into the service territory. Not dl substations are “on the loop”, most are taps that
are saverd blocks long (see Fig.1 on the last page— Tacoma Power PASS Architecture). Within
the PASS System, 10 MB (Megabyte) is dlocated for SCADA (Supervisory Control and Data
Acquistion) Communicationsuse. There are Some high speed datalinks for SCADA use but
mog data acquidtion is done over the 10 MB WAN. Theterm WAN is used to describe the
geography. Theredity isthat thisis essantidly a 10 MB flat (Sngle colligson doman) LAN.

Severd options were identified while designing the SCADA equipment architecture, choosing
the desired SCADA functions and integrating the communication architecture for use by
SCADA over the PASS. Point-to-point (dedicated links) versus Ethernet were the top options
for SCADA useof thePASS. At thetime, dedicated links were much more difficult to operate
and maintain than they currently are, due to modifications by Nortd (now owned by GE), and as
aresult TPWR did not pursue that option any further. The FMux system includes an option for
Ethernet cards. The system provides inherent routing functions (for Ethernet packets) using
MAC addresses of equipment connected to the WAN, thus dimingting the need to indall and
manage routing eguipment and sub-LANS. Bagcdly, the > Mux sysem isthe proverbia
communication doud. That is, what goesin onelocation (say, as Ethernet) isbundled, delivered
to the other side of the cloud, unbundled and ddlivered to the desired equipment (as Ethernet).
Wha goes on in the doud is not Ethernet. The JMux equipment is dso suiteble for usefor
relaying and other more demanding applications.

Based on some theoretica work and testing, an initid decison was made to have 4 data
concentrators (one at each of the 4 mgjor subgtations) that would report data over 56 kbit high
peed sid linkswith the EMS. Those 4 mgor substation RTUswould gether detafrom
neighboring/downstream RTUs using Ethernet. However, as TPWR worked through its EMS
procurement, it became gpparent that it would be possible to diminate the intermediate “ sub-
meders’ (over thelong haul saving alot of work) and integrate directly with the EMS using
DNP over Ethernet. So we headed off in this direction and included DNP over Ethernet (both
TCPand UDP) in our contract. We later redized that we were blazing atrall, that TPWR dteff
would have to gain much more expertisein thisareato sort thingsout. Essentidly, TPWR
would have to act as the prime contractor between vendors to redlize this vison and to ensure
that any unexpected gaps would befilled.

Native vs. Non-Native

One question that had to be answered was how to accomplish this. There aretwo high leve
options. oneto procurethe EMS, have DNP over Ethernet implemented on the EM S front end
processor (we'll cal this the native solution) or two, TPWR could use termina serversto
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encgpaul ate the DNP in Ethernet and essentialy steer clear of the integration issues (non-néative
solution). Both areviable options. Non-native is particularly gopeding if acompany hasa
legacy EM S for which adding DNP over Ethernet would be difficult, undesrable or costly.
Severd utilities have successfully implemented thistype of sysem. Depending on the
communication system available this option may dso be asuperior choice. However, in
TPWR's case, the termind servers would be an unnecessary pieceof equipment in the data
acquistion system deemed undesirable. Since TPWR dready had a PC based system running
DNP over UDP, and TPWR dso had very favorable experience with this protocol and its
robustness, it became TPWR's protocol of choice. TPWR had aso regped the benefits of
working in an Ethernet environment, such as being able to trouble shoot equipment remotely,
remote testing by forang points and other items thet diminated subgtantid “wind—shidd’ time
for TPWR's enginears and technicians. This was accomplished by being able to establish telnet
sessons between PCsin our corporate complex and RTUs on the PASS LAN. Labor savings
have typicdly been 2-8 hours per week. Other potentia benefits of going to the Ethernet
environment are dill unredlized, as TPWR hasto wait for RTU vendors to change their plaiforms
to take advantage of well established technology (such as SNMP). An excellent paper on this
subject was presented by Rick Murphy of First Energy a the 2001 DistribuTECH Conference
titled “ A Utility Perspective on Substation Wide Area Network Access”

UDPvs TCP

The next question was DNP over UDP versus DNP over TCP. Previous experience with UDP
leed TPWR in thet direction, but there was some thought put into the decison.

Of course, as you know, the DNP Data Link was designed for point to point communication
links and wasn't designed to be aWAN protocol. Basicdly a DNP message conssts of
fragments which can generdly range from 4 to 2048 (or higher) octets of user data. Each
fragment is broken into frames which are generdly 249 octets of user data. Each fragment of the
message is given a sequence number (0 to 63), and each frame within afragment isgiven an
independent sequence number (0 to 15 for solicited or 16 to 31 for unsolicited messages).
Having only arange of 16 for aframe sequence number isalittle limiting for aWAN whichin
theory, can make it hard to tell if aresponseisaretry/duplicate or aleftover from aprevious
didog. The chance of this happening isfairly remote, and to our knowledge, TPWR has never
experienced thisin severd years of operation usng UDP. Aslong as gpplication layer confirms
are used, acknowledgements or “acks’ dlow the sender to know which fragment was correctly
received and thus act gppropriately. Thiswould resolve most packet issuesin the WAN
environment when using UDP.

The authors are not trying to argue for UDP vs TCP, but just relate some of the experiences that
both have encountered. Anyway, it would be a schizophrenic argument anyway as one of the
authors prefers UDP and the other TCP. The bottom lineis that with appropriate safeguardsin
place, the reasons for usng TCP versus UDP become less of anissue. For TPWR, both TCP and
UDP were tested in the lab and found that to perform equdly well due to the specific vendors
implementations (good work ABB Network Management, GE-Harris and Bow Networks).
However, thiswill be discussed later. A notein favor of thework of TPWR's vendors is thet

they have implemented DNP over TCP and UDP intdligently.
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A few words about TCP. There are three stages for a TCP connection:

a) Edtablishing a Connection

b) Exchanging Data
¢) Disconnecting.

a) The establish connection Sage involves afew seps:

1. Resolvethe target computer nameto an IP (Internet Protocol) addressvaue. This
Sepisquick if thelocd computer containsin its hogt table the name and IP of the
target computer, or itisin its ARP cache. If not, and the host computer has to contact
aDNS (Domain Nare Server) to obtain the P for agiven name, then there are a
whole other series of transactions which need to occur (probably two or three).

2. Next, the IP layer in the computer attempits to resolve the IP address to an Ethernet
card address (if the IP/Ethemet pair isnot initsloca cache). Thisrequires arequest
("whoisIP...") and e@ther aresponse or timeout to occur. If atimeout occurs, then
the hogt assumes that the deviceis not on theloca LAN segment, and triesto use the
'gateway’ computer to forward its connection request.

3. A properly formatted | P packet is then sent to the target Ethernet addressto request a
connection. Three smal messages are used to establish this connection. Basicdly,
thefirg says"l want to Connect”, the second says " OK, | accept your Request”, the
third says"l ACK your acceptance’, and then data exchanges can occur. Note that
thereis other useful information in each exchange, specificaly which socket each end
wants the other to send subsequent packetsto.

Excluding DNS lookups and assuming everyone is on the same physicd segment, there
probably would be 5 (2 + 3) messages exchanged before any application data began
moving. If you add DNS into the equation, it becomes upwards of 5 plus4 more
messages, for gpproximately 9 messages.

b) The data exchange phase is not necessarily as bad as some would assume. Eventudly,
each tranamitted message must have a corresponding ACK response, otherwise it will be
trangmitted again. However, TCPisabit smarter than serid linesin that it uses a concept of
a Siding Window Technique. This means that the sender can tranamit up to 'n' deta packets
beforeit receivesan ACK to thefirg, but it must recelve ACKSto dl transmitted packages
otherwise it will re-tranamit. Also, if the network latency islong enough, when the Window
limit is reached, the sender will stop transmitting until ACK S are received (or atimeout
occurs) and then packets are re-tranamitted.

¢) Disconnecting a connection properly, involves 4 messages (2 for each direction):
(1) the first computer says " want to Disconnect”
(2) the target computer responds "OK",

(3) when the target computer isreedy it will send to the first computer "1 want to disconnect”
(4) the first computer responds with "OK".
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A few words about UDP. UDPis*“connectionless” That is it doesn't establish and manage
connections like TCP (as described above).

With UDP, packets are ‘blindly’ sent from one port and |P combination (source) to adestination
port and IP address. Thisisvery Smilar to the operation of DNP on serid lines. Advantages
indude

less overhead than TCP (managing connections, ec.)
protocol requires fewer resources

probably better for large number of devices on LAN/WAN
TCP does not support br oadcast messages while UDP does

Downdgdes with the use of UDP indude

messages may arrive out of order

messages may teke different paths

higher likey-hood that data may get lost

problems with complex LANSWANS with routers

When using DNP over UDP the DNP data link does provide additiond reigbility over UDP with
the use of gpplication layer confirms.

Use of the DNIP broadcast addressiis applicable only to UDP and thet capabiility isusudly
restricted to the sub-net within which the 'broadcagter’ exists. Asarule, UDP broadcasts do not
traverse ssgments (sub- nets), Snce intervening network equipment will block datagram
tranamisson. Hence, the use of UDP within alarger network isvery limited.

That being said, from TPWR' s perspective/business case, the sngle biggest problem with TCP
occurs when an etablished connection is @normaly broken: one end or the other is turned off

or rets. If the devicefalling was asngle RTU/IED (Independent Electronic Device), then the
host would probady not detect this for sometime 16 x 4 seconds (16 is the usud number of retry
attempts and 4 the usua number of retry timeouts used in the TCP layer), or about 64 seconds.
Mog sysems dlow you to adjugt these vaues to optimize performance. However, the downside
isthat these vaues affect dl gpplication traffic, which is very important when the LAN/WAN is
usad by other unrelated gpplications. Parameter adjustment is not something which is normally
done, since the exidting gpplications may begin to operate abnormadly, or, more likdy, act
abnormdly a some future time when no one recalls that these parameters were changed.
Conversdy, if the host or LAN went away, the |ED probably would not know about it for a
minute and, if it isthe type that will only accept asingle sesson from any given hog, it would
probably refuse the hogt's connection attempts until it (the IED) timed out its previous

connection with the host. UDP does not suffer from this. In addition to the wait for the
RTU/IEDs to timeout, you would have to wait for the connections to be re-established by the
EMS, which, for a40-50 device LAN could eadly add another minute (depending on severd
factors). Theend result being at lesst 2 minutes without data acquisition being restored fromadll
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devices. Thisdoesn't work well for a data acquistion sysem — where even 30 seconds would be
highly undesrable.

TPWR has experienced problemsin the recent past with the SONET system going in and out of
sarvice repeatedly or losing synchronization. This mode of fallure would be exacerbated if
implemented with TCP. For example, the TPWR system employs adud (hot standby) Ethernet
Magter design. Only one of the primary or secondary LANSs pall a atime. When running TCP
and aprimary LAN failure occurs, the sysem fails over to the back up based on configured
parameters, not socket timeouts and the failover time is the same as when using UDP. However,
if the hot stand by magter goes away (that is both primary and backup magtersfail), then the
primary TPWR system (assumeit is functional again quickly) could experience IED busy
problems mentioned earlier.

One agpect of the TCP protocol that getsalot of atention isthet it supposedly guarantees
delivery of messages. Infact it doesnot. TCPismore robust and it trangparently (to an
goplication) retries transmissions, but it too has alimit thet, when exceeded, will causethe loss

of adatapacket. Thistrangparent retry mechaniam of TCPisin fact a potentia weskness when
used with a data acquisition type sysem. The generd TCP retry mechanism hastwo
components: the time between retries and the number of retries before failing (reporting a
transmit error) atransaction. For ingtance, suppose that the network becomes moderately to
heavily loaded with treffic, and this triggers the TCP layer in some or al connected devicesto
begin going into thar retry modes; you will seethe nomind 150 ms exchangetime (RTU
response latency obsarved in TPWR' s testing) will incresse to possibly 64 seconds (4 seconds
between retries, and with upward of 16 attempts before the gpplication even knowsthereisa
problem - 64 seconds = 16 x 4). How many gpplicaion programs set their Receive Timeouts to
70 seconds? So now the Situation exists where the gpplication (DNP) is retrying a commeand
transmission long before the origind message has even been dropped by the TCP layer. Be
aware, the foregoing events occur on amoderate to heavily loaded system and may not be
representative of what actudly occur in other sysems. There are anumber of factors which need
to be consdered before drawing any absolute concdlusions. One thing is certain though, with
DNP and UDP, the gpplication will know much sooner when problems occur (gpplication leve
timeouts for responses or lack of gpplication confirms) and begin to ether report the problem or
dynamicaly adjudt its operation to compensate for these conditions.

Now assuming the following:

the host computer just powered up (dl ARP caches are empty),

no DNS,

using 150 msec message times (RTU response latencies were found to range between 150
and 400 msec depending on how busy the RTU was at the time it was polled —thistime
isthe ddlay between when the RTU recaives a poll from the Madter to thetimethe RTU
replies. We have assumed 150 msec for subsequent caculations),

50 devices other than the hog,

no other traffic on the LAN segment, and

we are only establishing connections with no actud gpplication data exchanges,
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Using the above conditions we would gpproximate a5 x 0.15 x 50 = 37.5 seconds for basic
connection time + 10% (computer internal overhead, ancther 3.75 seconds) for an estimated total
of about 40 seconds to re-establish dl 50 connections. If gpplications are alowed to exchange
data as soon as their connection is established, and concurrently with the remaining connection
establishments, the 40 seconds could easily expand to 60 plus seconds. If aDNS server is used,
then the basic 40 seconds would increase to about 75 plus (9 x ...) seconds. For UDP these
numbers would be 24 seconds without DNS and 40 seconds with DNS. Please note thet if
concurrent gpplication data exchanges were dlowed, then the numbers would incresse,

Now add to the mix that once connections with more than one device have occurred, the
likelihood that the network card's anti- collison mechaniam will operateisfairly high, themore
you have, the more likely re-tranamissons and transmission back off'swill occur. Consequently,
asthe number of devicesincrease, the effective utilization of the network segment reachesa
certain thresh hold and then starts to decrease because of collisons and re-tranamissons.

A find note: if the connection between the host and one or more of its*“end devices’ is outsde
thelocd segment, the RTU response latency time of 150 msec is going to likely be on the low
dde. A ampletestisto usethe 'ping’ utility to ping various IP address and divide the reported
time by two to get an gpproximate oneway travd time. Also, ping aloca segment device 0
that you can observe the rdative differences.

During normd data exchanges, the TCP vs UDP issues gopear to be usudly inconsequentid. It
Isduring times of abnormal conditions,, however, where one or the other protocol shines and the
other can be adetriment. That choiceisup to the end user.

Thereis one aspect of UDP/TCP over 1P that iscommon: each protocol's packet header contains
fiddsfor both the Source IP and Source Port (the one sending the message) and the Dedtination
IP and Dedtination Port number (who the messageisfor). Thisinformation isavailableto both
participants in the conversation, TCP amply formdizes its use more than UDP does. Since this
information is available it could be used. In the case of serid communications, the media source
and degtination address are the same, are the physicd wires on which the message travels on.
With serid communications, if | send arequest to adevice, | get the response back on the same
port (physca wires). If | send amessage viaTCP, | get aresponse back which is addressed to
my |P and Port number. However with UDP, the current DNP standard creetes an exception. If
| send arequest to adevice, the device dways sends the response to a pecific port address (port
20000) rather than the one | am using (unless| am using 20000), which can and has led to some
interesting discussons and implementation issues that complicate things

So, in summary, whether you use TCP or UDP, you probably awayswant to use DNP

aoplication layer confirmation turned on a the RTU/IED (that isthe master isrequired to
application layer confirm data it receives as aresponse from the RTU/IED).

Where Things Really Got | nteresting

Wherethingsredlly got intereting was when we wanted to take one vendor's RTU (under one
contract with TPWR) and ancther vendor’s EMS (under a different contract with TPWR) and
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hed them integrate usng DNP over UDP (we dso thought this could eventudly be a good way
to integrate other fiddd deviceswith the EMS, but that thought got placed on the back burner).
TPWR hed thought this undertaking would be fairly smple and some DNP documents could be
referenced and that would beit. Thiswas not the case. In December of 2000, TPWR met with

ABB Network Management, Bow Networks and GE-Harris to discuss how thiswas going to
work and how we (the entire group) were to ded with the ggps in the DNP document.

Thefallowing isasummary of the issues we identified and fet needed to be dedlt with It is not
our intent to find fault with anyone or the DNP Technicad Committee about these issues but to

see them resolved for the good of dl. We know the DNP Technica Committee has had much
discusson and anguish over these issues

The Firs Problem Was with UDP Port Numbering Required by the DNP
LAN/WAN Paper ...

The DNP LAN/WAN paper (“ Trangporting DNP V3.00 over Loca and Wide Area Networks,”
Verson 1.0, dated December 15, 1998) requires that:

"All devices shdl support TCP and UDP communicaions on port number 20000. This number

has been regigtered with the IANA (Internet Assgned Numbers Authority) for use with DNP.
All connection requests and dl UDP data are sent to this common port number.”

Itisdear that theinitid purpose of this satement does not dlow for any other port numbersto
be used when tranamitting UDP data. It gppears from discussion with the DNP Technicd
Committee that the purpose of this requirement is to ensure interoperability. However when this
isapplied to alarge system, having dl the data sent back to an EMS on asingle portisnot a
good thing and not aways desirable. This requirement in essence takes away the advantage of
UDP being dedrable for large LANS because the single port can only buffer so much data before
dataloss occurs. On another note, | have aso come to understand that the TPWR system can
il be consdered compliant aslong as it can be set up in the manner required by the above
quoted gatement and it can operate in any manner we see fit (which is non-compliant with the
aforementioned satement). Either way, this Satement can be mideading to other vendors and
utiliies. A possible solution thet was proposed to modify the above statement to include either
“by default” or “to demongrate basic functiondity devices must beinitidly configured to” was
not given condderation.. As supporting information for the need to adopt this modification,
please condder the following:

1. Limitson Security Solutions Part | - Security is repeatedly stated in writing asa
primary concern for utilities and in regular letters from the Nationd Security Coundl,
EPRI isinvesting millions on thisissue, etic. More and more |EDs are becoming
accessble via'public networks  thet is, @ther the public network acts as
communications bridge between two 'private’ networks (secure or insecure) or the
IED(s) ison the ‘public’ network. Consequently security isavery big issue and may
be addressed using avariety of goproachesincuding hardware, softwareand a
hardware- software hybrid solutions. The requirement to only use port 20000 for dl
TCP connections doesn't alow the smple gpproach of utilizing different ports for
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establishing secure connections (such as SSL). Obvioudy, use of thisand smilar
technologies for security impases additiond burdens on the communications
requirements. While this concept is aso gpplicable to other items, this paper just
touches on SSL for connection authentication and data ervdecryption as an example.
Security isnot aplace to limit options.

Adding secure communications on top of TCP and below DNPisnot redly a
problem, and the fact that you may have to have separate security contexts for each
direction of the connection is not redly aproblem ather (except for the person trying
to maintain them). Communication can flow ether way viadther connection.

Where the problem exigis is on a mixed environment, when some devices need to be
accessad using secure methods by other devices which exist on a secure network.

If dl devices are required to initiate a connection via port 20000, how does the host
eedly differentiate which connections require security authentication and which ones
do not? There are waysto accomplish thisand il use only the 20000 port address,
but this becomes messy and very dependent upon assumptions. Why the complexity?
Why the limitation? Why can't the end user decide? 1t would be deaner and sfer if
non secure connections were initiated with (if desired) 20000 and secure connections
with aport chosen by the user. There are other arguments which make sensefroma
host perspective which enables a degree of flexibility that the port 20000 only
goproach would prohibit.

. Limits on Security Solutions Part |l - There are other security issLes, such asfirewall
rules and other items, which may mandate predefined port usage or the use of NAT
(Network Address Trandation) or |P Masquerading (a common technique for sharing
asngle world accessble |P address with anumber of locd computers) which make it
impossible to comply with the port 20000 rule. NAT/IP Masquerading rely
exdusvey on the principle that a destination device will send its reponse to the [P
and port number from which the request was sent. Consequently, this port 20000
requirement cannot be supported on dl systems on which DNP over Ethernet may be
used.

. Problemswith large LANs- Theissueisredly not the ‘large number of devices, in as
much asit isthe ability of the recalving device to sarvice the incoming packets
Devicestypicdly have alimited buffer space to ded with un-serviced incoming
packets. Please note that most host stacks provide this buffer on a per socket (port)
bass. If weuseasngle port a the host end, then there is nearly a 100% chance thet
packets will be discarded, when there is more un-serviced data than the buffer can
hold. The hogt can issue aseries of concurrent requests for data to different fied
devices, each of which could respond with a UDP packet of 1500 bytes, (9k / 1.5k =
6). With abuffer Sze of 9000 bytes, one can see that even with asmall number of
IEDsit would not take long before the host fell behind and began losing data. But
using multiple ports and hence multiple buffersthe likdlihood of this occurring will
drop dramatically.

pege 10



TPWR recently ran a performance test with a substantid number of devices
communicating with asngle Magter under aSgnificant amount of activity. Each
device had 400 andog points, or 25% which changed every two seconds and the
deviceswere polled every 2 seconds). Inthisingancethe LAN wasflat and soldy
used by SCADA devices These Ethernet RTUs were polled by one process using the
20000 Port address rule (UDP/IP). This process had to not only receive dl the data
but interpret the data. We found surprisngly long turn around delays in the remote
devices (as the devices were busy) and we could only achieve our desired
performance with 7 devices on one UDP port (100 to 450 msec delays for RTUsto
respond). However, when we used UDP on two ports, we were able to have 14
devices on the LAN and il meet our performance requirements.

An increasng number of IEDs are being atached to LAN/WANS, both for inter-IED
communications and access from a least one or more hosts.  When communicating
to asmdl numbers of connected devices, it gopears the communication gpproach or
methodology is not usudly sgnificant. However, communication performance with
medium to large numbers of IEDs can be subgtantidly affected, depending on the
goproach used. In this context, based on our experience, you can define amedium to
large number of connected devices as 7 or more devices reporting 100 points every 2
seconds. Sequentialy communicating with eech device resultsin large loop times to
ot to dl deviceson the LAN. Unfortunately we found the time to complete a
transaction for one “unloaded” device to be from 150 to 250 milliseconds (both in
teding & the EMS vendor and in TPWR'slab). Edablishing parald
communicationsto al devices or groups of devices gppears to consumes substantia
resources & thehos.  However, parald communications does have the benefit of
usng the bandwidth of the network more effectivey, which yidds the opportunity to
have more devices on the network and better performance. However, because of the
port requirement, apoll can be sent from any port on the FEP (Front End Processor)
to any device, but the response from the device is required to go to port 20,000.
Having one gpplication at this port number that receives and processes data especidly
in an environment that has any kind of drict data update requirementsisredly only
viablefor low device count LANs. The number of devicesonaLAN could be
increased by vendors moving to improve responsetimes, but thet issueis for another
forum. TPWR has dearly demondrated the communication condraints in our lab and
with our vendors. However, care must be taken with this process; it mugt have
adequatdly large buffers, manage the buffers, not be CPU process starved, etc. Based
on TPWR tests (Sated in the previous paragraph) which utilized afarly powerful
UNIX workgation as the FEP, the single task methodol ogy/agpproach doesn't work.
Note that this gpproach becomes even less effective as the device latency issueis
dedt with and more data arrivesin ashorter time. Ultimatdly, this environment
becomesrisky - datais logt, remote device response timeouts occur because the data
cannot be processed fast enough, FIFO buffer overflows, etc.

Movingto parald communication increases the data acquisition performance of the

network, which helps to compensate for device latency issues on amedium to large
LANSs (obvioudy, it would be preferable for improvementsin latency timesfissues,
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but, for the moment thisis where things are a until field device vendors improve the
power of their devices). Therewill dways be large networks and it should be noted
that the incrementa codt of adding adevice to an exiging network isvery smdl -
adding another network, routers, etc. is higher cost. As customers, we have a set of
parameters within which we must function (regulaory, corporate policy, vendor
limitations, etc.) and need flexibility dedling with problems to meet our nesds
Moving datain atimey manner isvitd to abugnessin the utility environment.
Specificdly, this data can condtitute alega record of events that may be required to
be provided in court or provided to regulatory agencies. Hence, utilities mugt take
care to minimize the loss or potentid loss of criticd data. Explaining to lawyers,
courts or regulators why datawas not a pleasant prospect. Also, the prospect of
facing an expert witness' testimony that respongble staff members did not take
reasonable precautions to ensure data was not lost is equaly unpleasant.

Inlarge sysems, particularly front end processors having only one task pall, parse

and interpret datais not feesble. With serid communications, if arequest issentto a
device, the response is back on the same port (physica wires). If amessageis sent
viaTCP, aresponseis sent back which is addressed to the sender's |P and Port
number. With UDP, the standard creates an exception. If arequest is sent to adevice,
the device dways sends the response to a different location (port 20000) rather than
the one initiated the request (unless it was 20000). Why? Doesnt the LAN/WAN
paper Sate adedre for amilarity between serid and network DNP implementations?
Having to have totdly different front end code for UDP and TCP implementations

not only doesn't make sensg, it isinefficient and costs the end user.

As mentioned before, there is one agpect of UDP/TCP over IP that is common. Each
protocol's packet header contains fidds for both the Source IP and Source Port (the
one sending the message) and the Destination |P and Destination Port number (who
the messageisfor). Thisinformation is avallable to both participantsin the
conversation, TCP amply formalizesits use more than UDP does. Sincethis
information is avallable it could be used. In the case of serid communications, the
media source and destination address are the same, o0 are the physical wiresthat the
message travelson. With serid communications, if areguest is sent to adevice, the
response is returned on the same port (physica wires). If amessageis sent viaTCP,
aresponseis sent back addressed to my I1P and Port number. With UDP, the standard
cregtes an exception. Hmmm...

The Next Problem Was How do we Manage UDP Port Numbering...Wild
Socketdl

Not that we are lazy but TPWR didn’'t want to have to get into the business of managing port
numbers. TPWR had asystem wide plan for IP and DNP numbers dready in place. If everyone
agreed to operate contrarily to the UDP port number rule, port numbers could be managed by our
EMS FEP by using wild sockets. In wild sockets, the EMS sdlects port numbers for the RTU to
respond to. Inapoll, the EMS sendsitswild socket and |IP addressto the RTU atitsIP and
socket 20000 (dl RTUs are configured to receive on port 20000). The RTU then sendsitsreply
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to the senders (wild) socket and IP from the RTUs socket (20000) and IP. Further, we dso
agreed that the primary and backups Ethernet Magters would use the same socket numbers. The

end result here was that everyone had to agree that we would operate outside the DNP
LAN/WAN paper and the vendors wanted to aso build in the flexibility to operate per the paper.

The Next Problem Was How Do We Handle Unsolicited M essages With UDP
and TCP...

Thisissue was not addressed in the LAN/WAN paper. Inameeting of al the sakeholdersit was
eesy to decide that it waslogicd to send unsolicited messagesto the last port that successfully
communicated with that logical RTU (for UDP). For TCP we would use the established
connection between the FEP and RTU.

The next problem was how do we want to define our communication contexts which aso had
seriousimplications for event management. Thisissue dso got into another problem which was
how do we define our hot-gand by Ethernet palling.

Whileinitidly the thought wasn't too gppeding, dlowing the hot- sandby Ethernet Magter

dation to have the same DNP address for each of the primary/standby processes was the most
logical decison in our case. They have separate | P addresses and will use the same port numbers.
Only one of these Magter will communicate & atime. When the Magter switchesffails over, the
new Magter will - firgt, send areset link to each device and then perform integrity scans.

The advantages of this goproach were that onelogical RTU would be configured to communicate
with ether the primary or backup Magter. This smplified data reporting and event buffer
management. Once events were reported and a Magter acknowledged that message, those events
could be removed from the buffer. If the acknowledge was not received or logt, then those
events would be ready for reporting to the new Magter when it came on line. The only exposure
(If you can cdll it thet) wasif an unsolicited data packet was sent to the primary master and then
that Magter failed before processng the data. However, that data would be reported when the
other Magter came on line and performed an integrity scan (hopefully the dave device would be
smart enough to know that it sent the data and not continue trying to send the unsolicited data
packet to the first master) minimizing exposure of lost data. On an editoria note, Some devices
support sending unsolicited deta packets forever, care and thought is suggested with these
devices (which from asysem administrator sand point, | think thisis bad form — again the
concept of thiswill probably get you when you least expect it to or least want it too).

Thereisredly not agood definition of communication contexts between servers and clients
using DNP. Recently some good work in this areafrom the DNP Technical Committee has been
seen.

Anather good outcome of this exercise was the use of TCP to support serid port expanson of

our RTUs Thisdlowsateminal server to be connected to the same LAN asthe RTU and
communication with devices seridly connected to the termind server.
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Other Issues That Warrant Consderation...

Another issue occurs when more than one host needs to access the same |ED; ether functiondly
related hogts or independent hosts requiring concurrent access. Now the concern is centered
about how the IED manages communications to these hodts, doesiit treet them as independent
Ses30ns (communications contexts) or does it present its dataon afirst come firgt getsit basis or,
some other gpproach.

Other issues which need to be dedt with include the use of Dynamic IP (DHCP) assgnment and
addressresolution. Not al networks support (or even dlow) static |P assgnments for connected
devices. There are two issues here, one how do |, a any given time, know the IP of aparticular
device and, could the IP | do know about for adevice change? Thefirg issueis resolved by
using DNS and 'named devices and asking for the IP of the IED by name, the second issueis
resolved by asking the DNS server for the | P of adevice by name a the beginning of eech
sesson (connection attempt).

Findly, thereisaspecid dass of IED which acts as adoor (gateway) to multiple IEDs thet it
manages and, this |ED is the only way that an outsde device can access the IEDs it manages.
Note, these ‘down stream’ IEDs could be red physica devices for which the Gateway device acts
asamediaconverter (eg. IPto Serid) or, they may be Logicd IEDs that the gateway actsfor
because it isacting as a protocol converter or the available information is Smply being

partitioned.

Finally There Was Testing...

Among other items, the entire test congsted of performing the following for 200 hours

52 serid communication channds communicating at (nomindly) 56,000 baud usng DNP
protocol. Each serid channd usad will had one RTU (each with 408 andlog and 408
datus points).

20, individualy addressed by DNP address and unique port numbers for each IP address,
Ethernet RTUs shared over 2 | P addresses (each with 408 analog and 408 status points).
Test was run usng DNP over UDP and TCP.

Totd - 29,376 Andog Points (excluding pseudo paints)

Totd - 29,376 Digitd Inputs (excuding pseudo points)

Approximate Tota - 1000 Digita Outputs (excluding pseudo points)

Approximate Tota - 500 Andog Outputs (excluding pseudo points)

ApproximateTotd - 10 Counters

25% of andogs change every 2 seconds

10 SOEs every 10 seconds

The sysem had 2 sets of hot sandby Ethernet mesters. Both of the on-line masters pall
a the sametime.

Class 1 Data scanned as follows— All RTUs scanned every second using Class 1 palls
and checking 1IN bitsto poll for Class2 and Class 3 data. All pollswill use qudifier

x06. Note: in previous testing the Ethernet RTUs took as much as 400 millissconds to
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respond to apall, about 150 milliseconds to deliver aresponse st and for the Magter to
ack 4 packets of datafor an average of about 450 — 550 milliseconds for atransaction to
occur (dart to finish). Note al datain Ethernet RTUs defined as Class 1 (due to the
latency in RTUs responding and the fact thet the largest data packet generated consumed
1 mSec of bandwidth so using dass polling didn't have any bendfits).

Welearned alot from thetedting. Induding:

=

~w

Yes, it redly workd!

The Utility must get heavily involved and develop understanding of where they want to

go and how to get there with the vendors involved.

DNP needs to have some important issues deared up to smplify thi s process.

We can switch between Ethernet and Serid Communications as backup and primary
communication (this was a pleasant surprise).

Weran 10 DNP over TCP/IP and 10 DNP over UDP/IP RTUs & the same time and there
was no visble performance difference.

While running DNP over TCP/IP, we failed between the backup and primary Magter by
faling the LAN. Faloverswere accomplished very quickly and the fallover performance
was S0 close to the UDP fallover performance that there was no difference. We were
very pleased with this resuilt.

During the full testing, the 10 MB data acquistion LAN (Usng UDP) activity averaged
5% with very few rare spikes to 12%; collisons were less than .02%. We added a packet
generator to the data acquistion LAN and found thet at 29% LAN activity our 2 second
updates went to 5 second updates which is il tolerable and at 55% LAN activity the
system performance was margind.

While you don't redlly think of RTU response latency as mattering in the serid world, it
redly doesin the Ethernet world. We found thisto be akey factor in determining how
many devices could go on aLAN basad on the desired update rates. The issueis not the
volume of databut devicelaencies. This presents new chdlengesto RTU manufacturers
plus the move to Ethernet makes SNMP, tenet, and other items highly desirable but few
manufacturers have moved towards this direction (but | think it will not be long).

Anyhow in our lab we found thet an unloaded RTU had a 50 to 100 millisecond delay
before it responded to arequest for data. 1n our testing on the factory floor we found
delays ranging from 100 to 500 millissconds depending on how busy the RTU was (in
rare casss even 1 s=c if the RTU was very busy and alarge amount of data had to be
reported). Averages are presented in the table below:

Ethernet = Ethernet %BW %BW Serial

Test mSec Field mSec,  Test Field in mSec
RTU Rx Delay 133 54 77.6 62.6 349
Rx Length 1 1 0.3 1.2 140
Rx to Ack Delay 18 11 10.5 12.9 19
Total Transaction Time 172 86 11.6 23.4 507

- 20 mSec delay assumed from Ack to complete next Tx
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On the test floor, the average latency was about 130 mSec. In our shop, we observed
about 55 mSec for sngle RTUs that were not loaded . This issue was not anticipated but
probably should have been At this point you could argue that it is not effective to have a
10 MB LAN for RTU communication and one of our solutions under congderation isto
go with 4 separate 2.5 MB LANS, other options include a hardware upgrade for the
RTUs, other changesto the RTU, other LAN topology changes, eic. We do likethe
Ethernet environment for data acquisition and the benefitsit brings dong and fed these
far outweigh the parformanceissue. At this point, usng the field data, we would only be
able to get updates every 5-6 seconds from each of 60 RTUs. Of courseit will take us
another 4 yearsto ingdl that many RTUs and we hope an RTU vendor solution is
avaladle by then.

Interegting to noteis dl the hoopla necessary to get a1 mSec data packet ddlivered and
confirmed. The data packets here were alittle over 1k which isquitealot for SCADA
Data but nothing on 210 MB LAN. The datawas 0.3% of the bandwidth required for the
whole transaction!!

Ethernet Bandwidth Utilization Breakdown

Test Data
Delay Between
Polls
11.6%
Master to ACK
Message
10.5%
RTU Reply
0.3% RTU Response
Time
77.6%

Some other food for thought...

The use of DNP communications occurs viatwo primary physica medias; serid devices (where
DNP was origindly implemented) and the IPworld (the topic of discusson). By inserting an
appropriate interface between the DNP Applications and the physica mediaand some
configurationinformation, | can make the actud media used transparent to the DNIP gpplication.
Now as a system architect/programmer | can concern mysdlf with how best to acquire the
informetion that | am interested in.
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However, to achieve thislevd of abdtraction | nead to have the underlying transport mechanisms
behave in amanner which is conagtent with my abstract modd. The following deds with serid
access, TCP over IP and UDP over IP separatdly, but | will atempt to illugtrate pardlds where

they exig.
Said Communications,

In this scenario, | have two serid channels on my computer (referred to as the host from now on)
each containing multiple IEDs. Unless my hogt is acting as agateway to other computers, only
my host can communicate with the devices atached to the seria channels and, only the devices
attached to the channd can communicate with other devices atached to the same channdl.
NOTE: Thereisnothing preventing multiple hogts being atached to this channdl.

Thisin fact establishes acommunications context (physicd). Within the channd's context dl
devices mugt have unique addresses so that their messages can be identified from one another.
More importantly, each channd can have exactly the same addresses because each channd forms
an exdudve communications context. One minor problem exigts here, Snce my hogt can
communicate with the two channds, each of which contains |EDs with the same addresses, how
do | present, to other gpplications, data obtained from two separate devices on separate channels,
but both having the same address? There are probably as many different waysto solve thisas
there is sand grains on the beach, but a much smpler goproach isto just give dl devicesa
different address which my host communicates with.

Problem solved, en? What do you do if the owner of one of the IEDS/devices is unwilling to
change because it messes up the software in his host?

When a channdl contains devices capable of spontaneoudy (usudly referred to as unsolicited
data) sanding datatwo things occur: Fird, the channd and the protocol must support collison
avoidance and retries/receipt confirmation o that data can actudly get delivered with some
catanty. Secondly, we are experiencing a change in communications context. The device now
has an independent notion of context, it can be as Imple as knowing only about the host or, it
broadcasts its message for dl other devices to hear and use gppropriately or even more complex,
in that it can send this unsolicited deta to a specific address(s). Usudly, the device's
communications context is asubsat of the Host's communications context but not dways

The use of the broadcast address (above) workswell for al devices attached to the serid

channd. Buit this broadcast message does not appear on the other seria channe (out of context)
unless of course the hogt acts as a repeseter (re-broadcagting) of the message on the other channd.
Of course this brings up awholelot of other issues regarding broadcadts, repeating, who is
dlowed, whereisit to go, &c.

Let's suppose for the moment that one of the devices attached to my channd isin fact another
hogt (not rdated to my system) and both of us share access to dl the other devices on the

channd. Depending on the arrangements between the two hogts, they may share the same
communications context, have overlapping contexts (in the sense that they both accessa
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common st of devices and they each access devices that the other does not) or, they do not share
any context a dl (just the physical communications media). When they share acommunications
context, the operation and cgpabilities of the 'shared’ device become crucid, specificaly

retrieval of consumable event type data (read once and it isgone type).

If ashared device does not support multiple hosts then that device can not be shared, one host or
the other may accessit, but not both a the sametime. Moreimportantly, one of the hosts hasto
be designated responsible for acquiring the event data and the ather mugt only lien to acquire it
or obtain the data from the other host via another means.

If ashared device does support multiple hogts, then the next issue is does it maintain/support
individua host contextg(hogts with different addresses)? If it does not, then an agreed access
procedure must be implemented by the hosts so that datais acquired by the gppropriate host.

If it does, then does the device retain consumable event deta for each host independent of the
other? If not, then use the previous solution, otherwise we are dl happy campers

Generdly spegking, the gpplications resdent on my computer (SCADA) take advantage of the
communications lag associated with sending areguest and obtaining aresponse on agiven
channd by implementing a concept of concurrent parald scanning of the dl available channds.
This sarvesto increase overd| responsveness of the system (detection of fidd changes) and
make effective use of the CPU timethat isavalable. An argument can be made that useof
gpontaneous reporting of fidd changesis the most optimum. However, not al changes available
are reported viathis mechanism for avariety of reasons, communications gpeeds, number of
devices, rate of change (number/quantity) of fidd data, etc. Consequently, abaance can be
achieved usng a combination of both the spontaneous and the request/response mechanisms.

IP Communications.

Everything that | described for serid channd based communicationsis gpplicable to | P based
communications with the exception of one very important thing, thereisno longer aphysica
separation (isolaion) of devices. And the devices are now amember of amuch larger channd
(network) whose usage is no longer rediricted to DNP devices and the DNP protocol.

By applying the concept of communications context to the IP world of DNP devices, | can goply
my exiging hogt gpplication modd for serid channesto the devicesin the nework. Frgt
however, we have to recognize thet the network world (where DNP would be used) is
subgtantialy larger and more complicated than perhgps the origind vison (DNP specification)
accounted for. This has come about as aresult of innovations by various implementers,
understanding of the cgpabilities and advantages made available by the interconnected nature of
the network/internet. Advances in network security technologies has alowed for secure
communications from indde a private network to ether public internet Steslequipment or other
private networks. Also, the demand for access to information by various enterprise components
has led to credtive/innovative gpproaches to the dissemination of data available from 'networked
devices Cog ds0 playsan important role in thet smaller organizations find the cost associated
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with private networks prohibitive, whereas public networks, with suitable security, are better
suited to their needs.

There are anumber of outside influences which need to be accounted for when using network
communications; the cgpabilities of the equipment which interconnects various network
segments, especidly their redtrictions, the network environment thet the devicesareto work in
and how the network is managed. | will be thefirgt to admit that my perception is perhgps
limited and my gpproach is possbly unique.

In generd, the only issues we have with the current sandard or concepts under discussion for
TCPae

the use of unique DNP address should only be an issue within a communication context or
where multiple contexts overlap.

the ability of a deviceto initiate an 'unsolicited’ connection while | have an exiging
connection in place with it should be disdlowed. Further more the device should know thet
the connection to an applicable hogt is there and send the data via the existing connection.

if devices record consumable event data, then this data must not be discarded if a connection
islogt or, aconnection does not exist (yet).

if adevice supports multiple hogts, then it must preserve dl consumable events data on a per
hogt basis, and independent of the actions/lack of actions by the other hogis.

thereisared need to remove the 20000 only port restriction for connection initiation. The
gandard should define this as the default, and that support for additiond ports can be
provided as required (configurable).

UDP

Hrgt, my understanding regarding the use of UDP over TCP. UDPisdampler toimplementina
device (usualy embedded devices). Thishas no bearing on the host Snce most modern OS used
today have the ahility to use both TCP and UDP and as such are not anissue. UDP avoidsthe
‘connection’ overhead associated with TCP and, packet flow management in particularly. Thisis
redlly not an issue snce DNP has the dbility to control overdl flow through the use of

Application or even Link Layer confirms. More importantly, once the connection is established
thereisno red performance difference. This agpect of TCP only becomes anissue if
connections are congtantly being created and then terminated. UDP has alimited message
(packet) sze which is enforced by various network equipment that TCP doesnot. Thisisonly an
issue if you try to send larger packets that can traverse the overdl network peth or the receiving
device cannot handle the Sze of packet you are sending. TCP provides acertain leve of
guaranteed packet delivery which UDP doesnot. Again thisis dependent on the dynamics of the
network you aretrying to traverse. The term connectionless and connection oriented have been
used, but these refer to the characterigtics of the protocol used rather than the use the gpplications
want. In al worth while casesit takes at least two to communicate. If you have two devices
involved in communications, you have a 'virtua connection' regardiess of the protocol used to
trandfer messages. Both parties understand the exchange being made and more often than nat, it
usudly involves two way exchanges of information.
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Assume for the moment, thet the UDP devices send ther reponsesto the |P and port number
fromwhich | sentthe request. Since we are using UDP, | do not have the benefit TCP provides
in that TCP automaticaly separates incoming packets into streams which can then be associated
with a specific program. Rather, | haveto create avirtud stream by having the host program
associate itsdf with a particular port which the outstation device sendsiits replies back to. Now |
have retained a communications mode across dl three trangport mediawith little overall impact
to the host. However, if devices dways send their responses to port 20000, | must now do two
things creete an intermediate process which takes outgoing messages and sends them to the
devices |P and port 20000 from my |P port 20000 and accepts incoming messages on port 20000
and didributes them to the procesy(s) responsible for that device. Secondly, | haveto creste a
management layer which associates a process with a specific outstation DNP and | P address and
the DNIP addresses MUST be unique across the whole hosts communi cations context, it no
longer becomes an optiond convenience for the host and its gpplications.

Dedling with spontaneous data usng UDP should be no different than if | am usng aserid port
or TCP connection (TCP operation per previous discusson). If amultiport device can direct
spontaneous datato a serid port | am listening on, or to the TCP IP and port connection that my
hogt established, why should | not expect the UDP message to be directed to my IP and port?
The argument goes "Because with TCP, there is a negotiationwhich establishes the P and Port
numbers at both ends”. My argument is that as soon as the device receives the UDP message
from me, it knowswhere | am (Source IP and Port number) - no negotiation required. OK, what
about where communications are log? If my hogt has successfully delivered one messege to the
device, it knows where to send any subsegquent spontaneous messages. If gpplication or even
link layer confirmations are used, then the need for a Heart beat message becomes redundant.
What about the case where you have not communicated to the device yet? In this case, the
device sends a message to the 'default’ 1P and port. If the host is not there or it is not ready to
communicate, it Imply ignoresthe message. It isthe responghility of the outstation to not
discard data which has not been successfully transferred (this concept aso appliesto the case
where the hogt has suddenly stopped communicating). When the host isreedy it will initiate
communications, and now the outgation knows where to send any subsequent data to.

What about the case where there is no host, smply device to device communications? If the two
devices dect to use 20000 as the port, then that would be gpparent in the first message by
examining the message source fiel ds to determine where to respond.

Use of the DNP broadcast addressis gpplicable only to UDP, and that capability is usudly
regtricted to the sub-net within which the 'broadcaster’ exists. Asarule, UDP broadcasts do not

traverse ssgments (sub-nets), intervening network equipment will block them. Soitsusewithin
alarger network isvery limited.

In generd, the only issues we have with the current stlandard or concepts under discussion for
UDP ae

the use of unique DNP address should only be an issue within a communication context or
where multiple contexts overlap.
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that a device send spontaneous data to the last known [P and port number for a particular

host.

if devices record consumable event data, then this data mugt not be discarded if it can not
successfully trandfer the data to atarget hog.

if adevice supports multiple hogts, then it must preserve al consumable events data on a per
host bas's, and independent of the actions/lack of actions by the other hodts.

removal/loosening of the 20000 port redtriction in both directions. In particular, have the
outstation respond to the requesters | P and Port or send spontaneous datato the last known IP
and Port for the desired host.

Oh, I dmogt forgat. From the host perspective, | need to be adle to communicate effectivey

with whatever devicesthe dlient has. Thisdoesnt mean | likeit or that | don't have preferences
and that | won't make recommendations, if asked, about the gpproach that should be used or what
equipment best suits the environment | find mysdf in. However, | am astrong proponent of
dandards and their use. | mugt dways play nice in the network Neighborhood, otherwise the
people respongble for the network, its maintenance, security and configuration can and will
meke my lifemiserable.
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Currently hold the position of Senior Project Manager, responsblefor the
development and implementation of new communications technologies for both
embedded systems and more traditiond server/workgtation systems.

Previous employersindude:

EDO Canada Ltd.; Manager of Engineering and responsible for the devel opment
and deployment of Multiprocessor digtributed Navigation systems utilizing
embedded technologies for both commerad and military dients,

JMR Ingruments Inc.; respongble for development of commercia embedded
marine sensor packages,

Willowglen; responsible for development of embedded SCADA components.
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Fig. 1 — Tacoma Power PASS Architecture
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